IMTPABUJIA
3a 0€30MaCHOCT HA JelaTa U YYeHUI[UTe B
KOMIIOTHLPHATA MPekKa B 1€TCKATA IPAJANHA, YYUJIHILETO U B HHTEPHET

Te3u npaBuia ca pa3padorenu ot AbpxaBHATa areHIUA 32 3aKPUJIA HA /1€TETO, B
napTHbopcTBo ¢ I'1aBHa nupekunusi ,,bopda ¢ opraHmsupaHara npecTBIIHOCT”,
Hanuonanen umeHTbp 3a 0e3omaceH MHTepPHeT, MHUHUCTEPCTBO HAa 00pa30BaHMETO M
HaykaTa, PermonajsHo ynpasjieHue Ha oopazoBanuero — Codusi-rpaa, pbKOBOAUTEHN HA
oOpa3oBatesiHu HHCTUTYUHH OT Cbhlo3a Ha padoToAaTe/IMTE B CHCTEMATA HA HAPOHATA
npocsera B boiarapusi, Capy:xkeHueTo HA IMPEKTOPUTE B CPEAHOTO oOpa3oBaHue Ha P

bnarapus.
IenuTte Ha npaBuIaTa ca ga ce:

. rapasTupa NnpaBoOTO HA J[eTeTOo/y4eHHIUTe HAa JOCThI A0 NOAXOAMIIA
HH(pOpMaNHs U MaTepPUAIN B MpPexKaTa;

o OCBIIECCTBHM NPEBEHIHMA W CHHTE3WpPAa HA €IHO MACTO MHpopmanusiTa 3a
OIIACHOCTHTE B MHTEPHET;

. NPEAOCTABAT KOHKPETHH HACOKM 324 3aKpH/a Ha JeTeTo W 0e30macHo
MOBeJeHNE B KOMIIIOTbPHATA MpPe:Ka B 1eTCKATa I'PAJAMHA U B yYWJIMIIE U B HHTEPHET;

o Nnoa00pH KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHLHMTE H/WJIH

BCHYKH 3AaUHTEPECOBAHU CTPAHH.

OTroBopHOCTTA 3a TapaHTHUpaHE MpaBara Ha JelaTa 1 3alliuTa Ha TEXHUTE UHTEPECH €
CTOJIeTIeHa OTTOBOPHOCT MEXKIY CEMEHCTBOTO, OOIIECTBOTO M JIbp’KaBara, 4pe3 HEHHUTE
OpraHu W WHCTUTYIMHU. BBIpeku ToBa, Ta3u OTTOBOPHOCT € paslpesesieHa, KaTo TS ce maja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CHEIUAIHO HA POJAUTENNTE, HACTOMHUIIUTE, TOTIEUUTEITUTE
WJTU JPYTUTE JIMIA, IPU KOUTO JIETETO € HACTaHEHO, TOraBa KoraTo € Ouiia mpeamnpuera Mspka
3a 3aKpuiia M0 OTHOIIEHHE Ha Hero. OTUUTalKK TpyAoBaTa aHTaXKUPAHOCT HA POAMTENINUTE, B
HAKOW OT CJIy4auTe M TPYAHOCTUTE, KOUTO M3MUTBAT B OTTIEKIAHETO W BB3MUTAHUETO Ha
JIETETO, B OCHOBOMOJIAramiysi MEXIyHapoJEeH aKT 3a mpaBaTa Ha jaerero KoHBeHLMsTa Ha
OOH 3a mpaBara Ha J1eT€TO, KAaKTO M B PeaMIla HOPMATHUBHU aKTOBE OT HAIMOHATHOTO HH
3aKOHOAATENICTBO, € TIOCOYEHO Kak OOIIeCTBOTO, COLMATHUTE H 00pa3OBaTEIHUTE
WHCTUTYIIMHU, U JbpKaBaTa U3MbBJIHABAT T€3W CBOM OTTOBOPHOCTU 3a OKa3BaHE HA aJeKBaTHA
MOAKpeNna Ha CEMEHCTBOTO, 3a 3aKpWjla Ha JETeTO M 3a 3allluTa Ha HErOBUTE IpaBa M
WHTEpECH.

CornacHo Konenuusara na OOH 3a mpaBara Ha JeTeTo, POAUTENUTE HMaT
IBPBOCTENIEHHA OTTOBOPHOCT 3a OCHUTYpsBaHE BHUCIIUTE WHTEPECH Ha JETeTo Ja Obaar
I'BPBOCTENIEHHO CchoOpakeHue. Poxautenute wiu, cropes ciydas, 3aKOHHHTE HACTOWHHIIH,
MONEYUTENIM WIM JPYTH JIKIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

JBpxaBara, upe3 HEHHUTE OpraHu, TPSAOBA Ja MpEeANpHeMe TTOAXO/ISIIN CTHIIKH, 3a JAa
MOAKPENHU POAUTENNUTE MPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIUTENH
HE MOTaT WM C€ 3aTPyAHSIBaT, TO B TE€3W CIIy4au C€ HAMECBAT OTTOBOPHUTE IbPKABHU
WHCTUTYLMH, 32 Ja OCUTYpST CIa3BaHETO Ha IMpaBaTa Ha JIETETO U 3aJ0BOJIIBAHETO Ha
HETOBUTE HYXXIU. 3abJDKCHHE Ha JbpKaBaTa € OCUTYPSIBaHE Pa3BUTHETO HAa WHCTUTYIIUH,
3aBelleHUsT U ycIyrn. B Ta3u Bpb3ka ponsAta Ha 00pa3oBaTeNHUTE HWHCTUTYIUU €
M3KJITIOYUTETHO BaXKHA M KJIFOYOBA. 1€ MOTar Ja JOoNpHHEcaT 3a 00yUYEeHHUETO U MPEBEHIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U Ha POAUTENIUTE, KATO MO TO3M HAYMH MOTaT Jia UMar
JIBOMHA TI0JI13a 3a Jienara. B Ta3u mocoka HACTOSAIIMTE MpaBuiIa, JaBaT OCHOBHH IO3HAHUS 32
OMAacCHOCTUTE, KOUTO KPHE BHUPTYAJIHOTO MPOCTPAHCTBO C II€JI OCUTYpsIBAHE 3aKpuiara Ha
JIETETO OT BPEAHM 3a HEro nH(opMaliys, MaTepruaii ¥ KOHTaKTH.




OcHOBHUTEe NPUHUOMIHU 32 paboTa B KOMITIOThpHATa Mpexa B JETCKa IpaguHa U
YUWIIMLIE U B UHTEPHET ca:

1. PaBeH nocThII HA BCUYKY JIela U YYCHHIIN;

2. 3amura Ha Jenara 1 y4eHUIUTe OT BPEIHO WM HE3aKOHHO ChAbPKaHUE U
uHpoOpMalMs KaTo: caMOHapaHsIBaHE, ThPTrOBHs C HAPKOTHUIM, Xa3apT, MIpoNaraHaupaHe Ha
BpEJIHU M ONACHYU HABUIU U JECHUCTBUS KAaTO aHOPEKCHs, OyIuMHus, opHorpagus, ToJgepupaHe
Ha pa3nuyHu (HOPMHU Ha HACWIKE, MPOIOBSIBAHE HA TEPOPH3bM, €THUYECKA M PEITUTHO3HA
HETOJIEPAaHTHOCT, CAMOYOMICTBO U Jp.;

3. 3auuTaHe ¥ 3alIUTa HA JIMYHATA HEPUKOCHOBEHOCT;

4. IloaroroBka M KOHTPOJ Ha JielaTa U YYCHULUTE 32 O€3011aCHO U OTTOBOPHO
MOBEJICHUE OHJIANH,

5. CpTpyAHHYECTBO B AyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXIY JdeTcKara

rpajiiHa/yYWINIIETO U POIUTEIIUTES/HACTOWHUIIHTE.

KomnoThbpHaTa Mpexka B JIeTCKa TIpaJdHa W YyYWIWINE CE€ U3M0JI3BAa B
MEeIarOTMYSCKUTE CUTYallMd U Y4eOHH 4acoBe caMo 3a oOpa3zoBarenHu nenu. Llsimata mpexa
oOXBalla KOMITIOTPUTE, CBBp3aHH C KaOenHW W/HWiu O€3KWYHH BpPB3KH, CHUTYHpPaHU B
KOMITIOTbPHHUTE KaOWHETH, 000pYy/IBaHHM KJIACHHM CTaW W aJIMUHUCTPATUBHUTE NMOMEUICHUS Ha
oOpa3oBarenHaTa MHCTUTYIIHS, KAKTO M YCTPOHCTBaTa (MEPCOHATHN CMAapTHOHH, JTANTONH U
TabJIeTH) ¢ O€3’)KUUYEH JOCTBIT JO UHTEPHET.

JleuaTa u y4eHUIIUTE UMaT IIPaBO Ha:

1. PaBen noctbn 10 MpexaTa Ha oOpa3zoBaTesHaTa MHCTUTYLIMS, C U3KJIIOUEHUE Ha
KOMITIOTPUTE B aIMUHUCTPATUBHUTE MIOMEIICHHUS.

2. Pabora c ycrpoiicTBata (KOMIIOTPH, JIAIITOIH U TaOJIETH) B MpeXkKara C
MOJIKpernara Ha Me1arornyecky CeruaImcT.

3. OOyueHue 3a 6€30MacCHO ¥ OTTOBOPHO TIOBEJICHUE B MpekXaTa Ha oOpa3oBareHaTa
WHCTUTYLUS U B UHTEPHET.

4. Wudopmanus 3a npaBuiaTa 3a pabora B MpexaTta.

5. Curypna uudpoBa cpesa B 1eTcKaTa rpajiiHa U yUYHUIHLIETO.

6. Ilon3BaHe Ha MOOWIIHUTE CH YCTPOMCTBA H3BBH YUeOHUs TIporiec (TOYUBKaTa U
MEXJy4yacusara), a Ipu U3pUYHO YKa3aHHE Ha y4WTeN — U B y4eOHHUs yac/mefarorudyeckara
CUTYyalus 3a HEeJINUTE Ha y4eOHuUs IpoLiec.

BAXKHO! [lpaBunara 3a 6e3onmacHa paboTa B HHTEPHET, KOUTO JIeIaTa U YUYCHUIIUTE
ca 3aJbJDKEHU Ja CIas3Bar, Ce MOCTaBAT HAa BHJIHO MSACTO B oOpa3oBaTeilHaTa WHCTUTYLHSA,
KaKTO W B KOMITIOTBPHUTEC KaOMHETH, TaKa M Ha caliTa Ha JETCKaTa TpaJHHa/yIriIuIieTro. B
HA4yaJoTo Ha YydeOHaTa TOAWHA 1O TOAXOMASII HAYMH BCHYKU Jlella U TEXHHUTE
POINTEITH/HACTOMHHIIN/TIONICYUTETN CE 3all03HaBaT C TAX. [legarosure TEPHOAMYHO
HAIMOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B MOIXOISAIIH GOPMH U IEHHOCTH, B KOUTO C€
BKJIFOYBAT )Ie].[aTa/y‘—IeHI/IHI/ITe U pOOUTCIINTE UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00pa30BATEIHUTE HWHCTHTYIHH,
Ha npodecHoHaJuCcTHTE, padoTem ¢ Aena U ¢ HHPOPMAIHOHHO-KOMYHHKAIMOHHHI
texHosorun (UKT)

JIMpeKTOPBT Ha JACTCKATa rPaJHHa/yYMIHIIETO:
1. Opranusupa AeHHOCTTA 10 U3IBJIIHEHUETO HA TE€3H MPaBUia, U OCUTYPSBA JOCTHI
70 KOMITIOThpPHATa Mpexka, e(PEKTUBEH M IMOCTOSHEH KOHTPOJ, IUIAHMPAHETO HAa MEPKH I10




opraHm3alusTa 3a clia3BaHe Ha MpaBWJIaTa 3a padoTara Ha Jelara U YYSeHUIIUTE B MpexKaTa U
3alMUTa OT BPEAHO MJIM HE3aKOHHO ChAbPKAHUE B UHTEPHET.

2. OcurypsiBa mpH TEXHHYECKA Bb3MOXKHOCT IIpOCIIesiBaHe Ha Tpaduka,
OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTesiHaTa MHCTUTYIUS.

3. Ilpu koHCTaTHpaHe HA CcIy4yau Ha KUOEPTOPMO3, HE3aKOHHO ChIIbPKaHUE U
MOBEJICHHE B Mpekara Ha oOpa3oBaTellHATa WHCTUTYIHS W/WIH B HHTEPHET YyBEIOMSBa
He3a0aBHO KommeTeHTHUTe opranun — Jupeknus ,,ConuanHo noamomaraHe, 1o
MecTornpeOuBaBaHe Ha JeTeTo U [ maBHa aupeknus ,,bopba ¢ opranm3upanara NpecTbIHOCT,
crienuanu3upanuar ornaen ,,Kudepnpecrenuoct Ha MBP. B Te3u ciyuam oka3a HYXHOTO
Ch/ICHCTBHE HA KOMIIETEHTHUTE OpPraHd C 1eJd YCTAaHOBSBaHE HA U3BBPIIUTEIUTE H
npearnpueMa MEepKH 3a MPOTUBOJCHCTBHE U MpPEMaxBaHE HAa CHOTBETHOTO ChIbpPXKAHUE OT
MpekaTa Ha oOpa3oBarerHaTa HHCTUTYIMA. Moe /1a mody4yaBa U KOHCYJITAHTCKA TTOMOII OT
Hanmonanuus neHThp 3a 0e30maceH HHTEPHET.

4. Opranu3vpa B HAYAJIOTO HA BCsIKa yueOHa roJIMHA 3all03HABAHE Ha JeraTa u
YUEHHUIIUTE U POJIUTENINTE/HACTOWHULIUTE C MpaBuiIaTa 3a 6e3omacHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIUIIE (CIYXKHUTEJ I HACT BHHIICH CIICI[HAIKCT), KOCTO J1a
U3MBIHABA GYHKIIMUTE HA CHCTEMEH aJIMUHHUCTPATOP.

Yuuresanre, NeJaroru4eCKUTE CENMAJINCTH U PbKOBOIUTEIUTE 110 HANIPABJICHHE
HUKT ca nnbxHU ga:

1. PasscuHsBar nmpaBuiaTa 3a 6€300aCHO U OTTOBOPHO MTOBEJIEHHE MTpU padoTa B
Mpexara Ha 00pa3oBaTeTHaTa HHCTUTYIHS U B MHTEPHET.

2. OcpliecTBABAT NOCTOSHHO HAOJIOEHNE U KOHTPOJ BbpXY paboTara Ha Jenara u
YUYEHULIUTE B MpexaTa Ha 00pa3oBaTesIHaTa MHCTUTYILMS B y4EOHO BpeME.

3. Ipennpuemar He3abaBHU MEpPKHU 3a IIPEyCTaHOBSBAaHE HA JOCTHIIA Ha Jie1ara 1
YUYEHULIUTE 10 HE3aKOHHO U BPEIHO ChIBbpPKAaHUE B MpeKara.

4. VYBenomsBaT He3a0aBHO AUPEKTOPA Ha JieTcKaTa IpainHa/yqHIUIIETo IpU
HapyllaBaHe Ha MpaBujiaTa, ciiydyad Ha KHOepTOPMO3 WM NPU YCTAaHOBSBAHE HAa HE3aKOHHO U
BPEIHO ChIbPKAHUE WM TIOBEICHUE B MpEXkaTa.

5. OkaszBar nmoJKperna Ha Jielja 1 y4eHULU — 00eKT Ha KHOepTopMO3, upe3
II'bPBOHAYAJIHA TICUXOJIOTUYECKAa IOJAKpENa OT YYWJIMLIHMS IICUXOJOr, 4pe3 pa3roBop OT
CTpaHa Ha MeJaror B JIeTCKaTa rpaJiiHa 3a CHU)KaBaHE Ha HAIPEXEHUETO y JETETO.

6. Curnanusupar npu HeoOxoaumoct upekius ,,CoruanHo nogrnoMarase’ mno
MECTOKMBEEHE Ha JIeTeTO/y4eHHMKa C LeJ OIIEHABaHE Ha HYXKJaTa OT HAaco4YBaHE KbM
COLIMAJIHM YCIIYTH 3a OKa3BaHE Ha MOCJeABalla IoIKpena.

CHucTeMHMAT aJIMUHMCTPATOP (CIyXkHUTeN B 00Opa3oBaTesIHaTa MHCTUTYLUS WM HAeT
BBHIIIEH CIIEIUAINCT):

1. OcurypsBa obuiara 6€30MacHOCT U (PYHKIIMOHAIHOCT Ha MpeXara.

2. Ilpemmara u mpuiara MEpKH, OTpaHUYaBaIlH JOCTHIIA HA JeTlaTa i yYeHHUIIUTE JI0
BpPEIHO WJIM HE3aKOHHO CBhAbPKAaHHE W TOBEJACHHWE B MHTEPHET B CHOTBETCTBHUE C
JefcTBaIlOTO 3aKOHOAaTeNNcTBO Ha Pemy6nuka boarapus.

3. U3BbpiiBa nepuouyeH nperie] Ha KOMIIOTbpPHATa Mpeska Ha o0pa3oBaTesiHaTa
WHCTUTYIWS 332 HaJWMYUEe HAa BB3MOKHH 3aIlJJaXd M PUCKOBE 3a CUTYpHOCTTa Ha Jerara u
YUEHHIIUTE MPHU paboTa B UHTEPHET.

4. Crnenu Tpaduka, OCHIIECTBIBAH Ype3 KOMITIOThpHATA MpeKa Ha 00pa3oBaTeTHATA
WHCTUTYLIHS.

5. Tlpennpuema He3abaBHM MEPKH 33 IPEyCTAHOBSIBAHE HA JJOCTHITA HA JeTIaTa 1
YUEHHIIUTE 10 HE3aKOHHO M BPEIHO ChABP)KAHHE B Mpexkara.

6. VYBemomsBa He3a0aBHO TUPEKTOpA HA JeTCKaTa rpagrHa/yIuIUIIETO MPU CITydan
Ha KuOEepTOpMO3, HapyllaBaHEe Ha TpaBWiIaTa MWJIM NpPU YCTAHOBSIBAHE HA HE3aKOHHO
ChIbpIKAHNE WU ITOBEICHUE B MpEXkKaTa.



7. CobaelicTBa 3a yCTaHOBSIBaHE Ha U3BBPILIUTENN HA KHOEPTOPMO3 M MpHUiIara MEpKU
3a OrpaHMYaBaHE HA TAKUBA CIIy4Yau.

Yacr I1. IlpaBa U 0TTOBOPHOCTH HA POAMTEIUTE

POI[I/ITe.]II/ITe uMmar 1mpaso Ja.

1. HonyanaT I/IH(bOpMaHI/ISI 3d PUCKOBCTC H 3allJIaXUTC 3a 6630HaCHOCTTa Ha
TCXHUTEC OACHa HpI/I pa60Ta B I/IHTepHeT B ACTCKaATa r pa;u/IHa/ y‘-II/IJII/II_I_[eTO 1 BKBIIN.

2. bwaaTt cBoeBpeMeHHO HHPOPMHPAHU, aKO JETETO UM € 0OCKT Ha KHOEpTOPMO3 B
JeTcKara I‘pal[I/IHa/ YUUIAIIECTO.

3. Y4acTBaT CHBMECTHO C PBKOBOACTBOTO Ha 06pa30BaTenHaTa HHCTUTYLHA IIpU
pasplinaBaHe Ha BCCKU KOHKPCTCH HpO6HeM, CBBbp3aH C HApylIaBaHC HaA IMpaBujiaTa OT CTpaHa
Ha TCXHUTC AcLa.

4. YyacTBaT ChC CBOM MPEJIOKEHHUS B ONPEACIITHETO Ha MTpaBujIaTa 1 MEPKUTE 3a
6630HaCHO H3II0JI3BAHC HA UHTCPHECT B CTCKATA l"pa,Z[I/IHa/y‘lI/IJ'H/IIHeTO.

5. Tlonyyar nadopmanus 3a HHGOPMANMOHHO-CUTHATU3ANUOHHH IIATPOPMHU KATO
www.qdbop.bg; www.cybercrime.bg; WWWw.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTesinTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha JETETO CH Jia U3rpad YMEHUS 3a OHJIaiiH 00IIyBaHe U 6e301acHO
U3I10JI3BaHe Ha UHTEPHET.

2. OcpbluecTBABAT MOCTOSHEH KOHTPOJI 38 CUTYPHOCTTA HA JIETETO CH B MHTEPHET.

3. TlposiBsBaT HHTEpPEC KbM AKTHBHOCTTA HA JIETETO CH B MPEKATa, BKIIFOYMTEIHO U
Ch3/IaBaHETO Ha MPOQUIN B COIHATHH MPEKH W PETUCTPALMU B CaTOBE W MOOWIIHU
NPUIOKEHHS, KAaKTO W Ja passCHAT IOCIHEICTBHATA OT  Ch3JABaHETO  W/WJIH
Pa3MpOCTPaAaHEHUETO Ha OMPEICIICHO ChAbPIKAHHUE.

4. Tlpu ycTaHOBSIBaHE, ue JCTETO MM € KEPTBA Ha KHOEPTOPMO3, J1a CHTHAJIM3HPaT Ha
otaen ,,Kubeprnpectonuoct” kbM ['aBHa aupeknus ,,bopba ¢ opranusupaHara IpecThbITHOCT
(http://www.cybercrime.bg/bq), I [lentnpa 3a 6e3o0mnacex HHTEPHET
(https://www.safenet.bg/), kakro u Morat na motbpcar chaeiictue ot Jupekius ,,CoruamTHo
MoJIIoMarane’ o MeCTOKMBEEHE Ha JIETETO C IeJl OKa3BaHEe Ha MCHXOJIOTHYecKa IOJKperna
Ha feTeTo. B To3m ciyuaii TpsAOBa Ja yBENOMAT? M JMPEKTOpa Ha 06pa3oBaTeNHATA
WHCTUTYIIHSL.

5. ChbxpaHsBar 37paBeTo Ha IETETO, KATO MPOCIEIABAT BPEMETO 3a U3I0JI3BaHE Ha
HUHTEPHET.

6. VYBemomsT aupekTopa Ha 0Opa3oBaTeIHATa HHCTUTYIIMS, KOTaTO UM CTaHe
M3BECTHO, Y€ JIETETO UM € OOEKT Ha TOPMO3 OT JIPYro JETe, ¢ KOETO € B €IHO W ChHIIO0
YUHITHIIE.

Yact Ill. O6mm npaBuja 3a (e3omacHo o0lIyBaHe B HHTEPHET 3a jelaTa H
yuyeHuure (aIanTHPaHM 32 TAX)

Karo nmere w ydyeHWK CBbM IBKEH Ja CIa3BaM CIEIHUTE TpaBwiIa. AKO ce

1 Or ctpana Ha obpasoBaTenHaTa MHCTUTYLHUA clIeBa 1a ObJaT NpeANpUeTH HEOOXOIUMUTE AEHCTBHS POJAUTEINTE
Ja ObIaT 3amo3HaTH C TEXHUTE MpaBa W OTTOBOPHOCTH M C MpaBuiara 3a Oe3onacHa paboTa B MHTEPHET, KOUTO
Jietata 1 y4eHHUIIMTE ca 3ab/DKEHH J1a CIIa3BaT

2 YBenoMABaHETO MOXeE 1a Obe B yCTHA WM IIHCMeHa (popMa, KaTo 3a IPEANOYHTaHE € IIMCMEHATa TaKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyJIHSABAM B TAXHOTO pa3OupaHe, Mora Ja Mojyyda MojAKperna OT pOJAUTEN WiIH OT YUUTell, 3a
na M ObJIaT OOSCHEHHU:

1. [axe naBam nnyHa uH(OpMAaLUS: UME, aAPEC, MapoJia OT EJIEKTPOHHA IO0IIa,
npodus1 B COlMaIHa MpeXa, JIMYeH Tesle(OHEH HOMEp, JeTcKaTa IpaJnHa/yudWIMIIeTO, B
KOETO yua.

2. Jla He maBaM mHpOpMaIuUs 3a MecTopaboTaTa Ui JIMYCH U CiTy)eOeH TenedoHeH
HOMEp Ha POJUTENNTE, HACTOWHUILIUTE, OJIM3KUTE, MPUATEIUTE, ChYUYCHUITUTE U MTO3HATUTE CH
0e3 TAXHO pa3pelieHHe.

3. Jla He u3mpaiam u J1a He KauBaM OHJIaliH CBOM CHUMKH U BHJIea, 0e3 Mpean ToBa
7a € 00CHJICHO M B3€TO PEIICHHE C POAUTEIINTE MU.

4. Jla He u3mpallaM U J1a He KauBaM OHJIAH CHUMKU U BUJea Ha IPUSITEIH,
CbYYEHUIIH, POAHUHU, YUUTENHU, OJU3KH, TO3HATH U JIp., 0€3 IpeIu ToBa J1a € 00CHACHO C THX,
a B CllydyauTe, KOraro ce Kacae 3a MOM INPUSATENH, ChyYEHUIU, ]a € ChIIaCyBaHO OT TSAXHA
CTpaHa U C POJUTEIUTE UM.

5. Jla He OoTroBapsM M Jia He OTBapsIM MpUKaueHU (ailioBe Ha eIEKTPOHHA TIO1Ia,
MOJTlydyeHa OT HEMO3HaT mojarest. Ts MoXke Ja ChIbpXKa BHPYC WIM Jpyra 3JI0BpeIHa
mporpamMa, KosTo J1a YBpeau KOMIIOThpa/TenedoHa/Tabnera Win a ro HampaBH yS3BHM 3a
BBHIIICH JIOCTBII.

6. Ille ce mockBeTBaM C POAUTENUTE CH/YUUTEN, MPEAH J1a CBANIS UM HHCTATIHPaM
HOBa MPOTpama/IPHIoKEHIE Ha KOMITIOTBP, Telae(oH, TabJeT, KakTo U HE MPaBsi HAIIO, KOETO
MOXKE€ J1a YBpeAH KOMMIOThpa WM 4Ype3 JaJeHO JCHCTBHE Ja ce Pa3KpusAT JaHHU 3a MEH U
CEMEHCTBOTO MH.

7. Hemara, KouTO IpaBsi B UHTEPHET, HE TPsOBA /1a BPEAAT Ha APYTH XOpa UM J1a
NPOTUBOpEYAT HA YCTAHOBCHUTE MPaBMiIa (4acT OT TSAX Ca YPEJCHU B 3aKOHH).

8. MH3BecTHO MU €, e € 3a0paHeHo Jia ce U3MOJ3Ba YY>KI0 MOTPEOUTETICKO UME,
napoJia ¥ eJIeKTPOHHA TIOMIA.

9. Jla He nuIua M Ja He KaYBaM HUILO, KOETO MOXKeE Ja € OOMIHO WM YHU3UTEIHO 3a
MEH WJIH 32 JPYTH XOpa.

10. HeszabaBHO nH(pOpMUpaM Bb3pacTeH (POANUTEN, YUUTEN, AUPEKTODP,
MeIarOTUYECKH ChbBETHHK), KOTaTO MOMAaHa Ha MaTepHad, KOUTO ME Kapar Jia ce YyBCTBaM
HEYJOOHO WM Ha MaTepHaly C BPEAHO WJINM HE3aKOHHO ChIbpKAHUE, KOETO MOXe Jla Oble
nopHorpadusi, TPONOBAABAHE HAa HACWIME W TEPOPU3BM, ETHHYECKAa M pPEIMTHO3HA
HETOJIEPAHTHOCT, ThPTOBHSI C HAPKOTHUIIU, Xa3apT U JIp.

11. Jla He oTroBapsiM Ha CHOOIIIEHUS, KOUTO Ca OOMHU, 3aIIAITUTEIIHA, HETTPUITHIHH
WIM Me KapaT Ja ce 4YyBcTBaM HeynoOHo. HWudpopmupam poauTenure CH/KIacHUS
PBKOBOJIUTEIN, YUUTEN, AUPEKTOP, MTEAATOTHUECKH ChBETHHK 32 TAKWBA CHOOIICHHUS.

12. Ako HSKOH Me 00MK/1a UIIM TOPMO3H OHJIAlH, He OTroBapsM. JlokinanBam ro Ha
OTrOBOpPEH BB3PACTEH (POTUTEN, YUUTEN, TUPEKTOp, MeJarornieckd ChbBETHUK). Mora u cam
Ja JOKJaJBaM, KaTro TOJaM CHTHaJl Ha caMus CalT WM Ha TIOCOYEHUTE aJIpecH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.og u ro 6mokupam. loOpe e na HampaBs
BeJHAara €KpaHHa CHMMKA (CKpWUIHIIOT) HAa CHOTBETHHUS PA3rOBOpP WM ChABP)KAHHE KaTo
€JIEKTPOHHO JI0Ka3aTeJICTBO, KOETO Ipe/aBaM Ha OTTOBOPEH Bb3pacTeH (poauTell, Y4YHuTedn,
JMPEKTOP, MEAArOrnYeCKU ChBETHHUK).

13. BuumaBam, koraro paszroBapsiM B 4at. [Tomas mpaBuio Nel: ge xopaTa oHIaliH He
BUHATW Ca TE3H, 32 KOWTO CE€ TMPEICTAaBAT W MOTAT Jia ThPCAT OIpeeseHa nHGopMaIus, ¢
KOSITO J]a 3JI0yNOTpeOsAT ¢ MeH WM ¢ JIpyrure xopa. IlpaBuno Ne2 e ue He mpaBs HUIIO Ha
JPYT YOBEK B MpeKaTa, KOETO HE MCKaM Jla MU C€ CIIy4YH U Ha MEH.

14. Axo ce cinyuu fa nomnajaHa Ha HHGOPMALKs WU IPYTO ChbpikaHue B Mpexara,
KOETO HE MU XapecBa WJIM M€ IUIallM MO HSKAaKbB HAuyWH, MOra Ja MoJaM CHUTHal Ha
JeHOHOIIHaTa u Oe3ruiatHa Hanmonannara tenedonna nwams 3a gema 116 111, Ha otnen
., Kubepnpecrsmnuoct na I'’JIBOIT (http://www.cybercrime.bg/bq), na IlenTspa 3a 6e30macen
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HHTEPHET Ha agpec: Www.safenet.bg, wiu na texuus tenedon 124 123, wim npes yar-Moayia
Ha Www.safenet.bg .

15. TpsabBa na He mpreMaM CPEIH ¢ JUIA, C KOUTO ChbM CE 3all03HaJl/a B HHTEPHET,
OCBEH CJIe]l ChIJacueTo Ha poautenute MU. [loMHs, 4e XopaTa, ¢ KOMTO CE€ 3all03HaBam
OHJIAlH, HE BUHArW ca Te3H, 32 KOUTO ce mpezacTaBaT. OMUTBaM ce BHHATH Jia MPOBEPsIBaM
Jlai YOBEKBT OTCpElla HAUCTHUHA € TO3H, 33 KOrOTO C€ MPEJCTaBs 4pe3 MpOoBEpKa 10 UMeE,
WUMEHJI, CHOUMKa M KOHTPOJICH BBIIPOC, Ha KOWTO OM TpsOBaio 1a 3Hae OTroBOpa, ako €
HaucTuHA To3u. IIpu cbMHEHME MOXKe J]a TIOAaM CUTHAJ WJIU J1a TOThPCS ChBET Mpe3 caiiTa Ha
Llentnpa 3a 6e30macen uHTEpHET WWW.Safenet.bg.

16. M3nmon3Bam HaCTpoOKKTE 3a 6€30MACHOCT U 3alIUTaTa HA IMYHUTE JaHHHU Ha
COITMATHUTE MPEXKH, MOOMITHUTE MPHIIOKEHHSI U Opay3bpHTe.

17. Usnon3Bam (yHKIMATA 32 Oe30macHO chpdupane. Jla He mocemnaBam caiToBe B
WHTEPHET, KOUTO Ca ChC ChbPKAHUE, HEMOIXO/SIIO 32 JIETCKA ay AUTOPHSI.

18. M3non3Bam TpyaHU (IBITH, C TIABHU U MAJKU OYKBHU, IU(PH U CTICIUATHU
3HAIM) U Pa3]IMYHU 32 BCEKH CAlT MapoJiu.

19. M3non3BaM aHTUBUpPYCHA MPOTpama, KOATO CIeBa PEAOBHO Jie ¢ OOHOBSBA.
3aeIHO C OTTOBOPHUTE BB3PACTHU (POAUTEI, YUUTEIN, AUPEKTOP), MOIBbPKAM MOCICTHUTE
aKTyaJIM3UpaHU BEPCHH Ha BCUYKH MPOTPaMU U MPUIOKCHUS.

20. Axo mos3BaM 0OOIIM KOMITFOTPH, BUHATH MTPOBEPSBAM JaIH ChM H3JIA3bJ/H3JIs3]1a
oT mpoduia cH, cliea KaTo CBBPIIM 4Yaca. B ciryuaii, 4e Hamepsi yCTpOICTBO, Ha KOETO IpyT
YUEHHK € paboThII, HO HE € 3aTBOpHJI mpoduia cu, BeaHara Imie u3iisza 0e3 Ja Mmperjiexiam,
MPOMEHSIM WK 100aBsiM HHGOpManus B Ipoduiia My.

21. TpsbBa a ©MaM TPEIBHI, Y€ KOTaTo IMMyOJUKyBaM HEBSIPHA M M30TIaucHa
nHbOpMaNKs 3a IPyT YOBEK, JOPH C SICHATa MHUCHIJI, Y€ TOBA € IIera, TOBa MOXE J1a JI0BE/IE 110
3710ynoTpeda 1 10 HEMPHUATHY MPESKUBSBAHUS 32 TO3U YOBEK.

CBbBETU 3A 3IPABETO

3a 1a paboTuTe Ha KOMITIOTHP, 0€3 J1a YBpEAUTE CBOETO 3/]]paBe, pelyBail BpEMETO CH B
OHJIaMH U o¢1aiiH cpesa, KaTo Cra3BaiTe CleHUTE MpaBuia;

3A JIA HE YBPEJUTE 3PEHUETO CHU:

3a Aa HE YBpEAUTE 3PECHUETO CH:
Pa3CTOAHUCTO MCKIAY OUYUTC U MOHUTOPA TpH6Ba Ja 6T>I[e OKOJIO TTOJIOBHUH METHP;

PA3CTOAHUECTO MEXKIY OYHUTEC U KilaBHaTyparTa Ja 6’[)}16 OKOJIO ITOJIOBHH METHP,
BBpPXY MOHUTOpA HE TpSI6Ba Ja 1no1aza npsAaKa CJIbHYCBA CBCTIIMHA,
HC pa6OTI/I B CTasd, KbACTO UMa CMCCCHA CBCTJIMHA — CIIBHYCBA U U3KYCTBCHA,

BpPC€IHO 3a OYUTE €, aKO 3aa MOHUTOpPA Aa UMa IIpPO30pCIL oe3 IOpH U 3aBECH,

AN NN N

3a Ja OTHOYMBAT OYUTC, OT BPEMC Ha BpPCMC OTMECTBaiiTe morjieaa OT MOHHUTOpa U
MOTJIeK Ak mpe3 nNpo3opcua Uinu KbM Hali-TaJIeuHus Kpaﬁ Ha CTasdTa BbpXY HAJICUCH O6CKT;

v/ eIIMH IIBT B TOJMHATA TIPOBEPSBAil 3DEHUETO CU NP OYEH Jiekap (0PTAIMOIIOT).

IIpu padora ¢ kI1aBuarypara:
v’ He nperbBail KUTKaTa, KOraTo IHIIIEII;
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v/ CcrbBail IEKO IPLCTUTE HA PHKATa U OTIYCKAl Maena;

v’ 1o6pe e 1a u3MoI3BaIl KJIaBruaTypa ¢ KIaBHIIN, KOUTO Ca IO JIEK HAKJIOH.

IIpu pa6ora ¢ Mmumka:

v MHUIIIKaTa TPsIOBa J1a ObJIe ¢ pa3Mepa Ha JJIaHTa;

\/ HC IBMXHW MHUIIIKAaTa CaMO C ITajIcia U MaJIKus HpBCT;

v [OJI3BAM MOAXOIAIIA HOAI0KKA 32 MULIIKATA.

Meoeaure

v CTONBT TpssOBa Ja ObJe Ha KOJENIA, C peryjiupyeMa BHCOYMHA Ha ceJajKaTa |

o6neram<aTa, KOATO TpH6Ba JAa OCUT'YPH OIIOpa Ha l"p’b6Ha‘IHI/I$I CTBJIO B 00JIacTTa HA KpBCTa,

v OropoTo TpsOBa 1a ObJIe CTAOMITHO M YCTOWYUBO HA BUOPAIIHH.

CXEMA 3A YBEJJOMSIBAHE B CJIYUAI HA KUBEPTOPMO3

CucremeH aIMUHUCTPATOP
(crmy»KUTEN WK BHHIICH
CIICI[HAJICT)

Vuuten, Bp3OUTATE]I,
PBKOBOAUTEN
HanpasieHue UKT,
JIUPEKTOP, IEAArOrNYECKU

Jupekrop

CricnuajImucCT

-

\_

Otnen KubepnpecTbnHoct

Hammonamnua tej. muHug 3a

TJIBOII

www.cybercrime.bg <
tell. Ha LlenTsp 3a
Oe301aceH UHTEPHET
124 123
www.safenet.bg

neuna 116 111 J

Ponuren,
HACTOMHUK,
MOIEYUTEI, IPYT
roJaraii rpuxu

3a JIETETO

\4

Jupexnus
,,COITHAITHO
moamnoMarane”
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KPATBHBK PEYHUK U JOII'BJIHUTEJIHU CBbBETH:

KAYBAHE U CIHHOAEJAHE HA CHUMKMU — CHUMKH WM BUIEO HA JETE, YUCHHUK,
POIUTEN, YUYUTEIN, NUPEKTOP, MCHUXOJOT, PECYPCEH YUYUTEN, ONU3KH, NMPUATEIH, MO3HATH WIIH
HETIO3HATH JIUIA ca MyOJWYHO TOCTHITHU U300paKeHUsI B MHTEPHET, KOUTO MOTaT Jia ca KaueHH
OT POJAMTENIUTE WM JIPYTU YWICHOBE Ha CEMEUCTBOTO, MPUATENH, ChYYCHULIH U JIp. Te3u, KOUTO
ca T CIOACIIWIN/KAYMJId B UHTEPHET, MOXKE Jla UMaT M3ISUIO J0OpPH HAMEPEeHUsI KbM HETO/Hes.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, CHIIUTE HE MOTAT Ja ObJAT MOJ3BAaHHU U
MoNyJIApU3UpaHu 0e3 ChIIacMeTo Ha TeXHHS aBTOp. Ho TakoBa ChAbpKaHUE MOXE Ja
HaKbpHSBA JIMYHOCTTA U JIOCTOMHCTBOTO Ha JUIETO. [IpenopbynTeIHO € 0 HUKAaKbB MOBOJ Aa
HE C€ KayBaT CHUMKH Ha J€Te, 3a KOMTO MMa W HaW-MaJKOTO ChbMHEHHE, Y€ MOrar Ja My
HaBpenaT u 0e3 HeroBo chriacue. CHoONEISIHETO HA CHUMKH € YEeCTO CPEIIaHO SIBJICHUE B
COIIMATHUTE MPEXH, 3aTOBa OCHOBHA IPEIOPBKA € MOJOOHM CHUMKH Ja CE€ CIOJEIAT Camo C
XopaTra OT CIHUCHKa C MPHUATETU HAa YOBEKa, KOWTO MCKA Jla Kaud CHHUMKATa, U OIIe Mo-1o0pe —
caMo C TrpynaTa Ha Hai-OJM3KH MPHUATEIN OT peajHus KUBOT. BakHO €, Korato ce CHUMa ChC
cMapT(doH, J1a Ce YBEpHUTE, Y¢ CHUMKHUTE HE CE KauBaT aBTOMATHYHO B MPOQUIIa HA POAUTEIS WIH
JETeTO B caiiToBe karo MHcTarpam Hanpumep. B npoduinre cu B conuamHuTe Mpexu TpsiOBa aa
CT€ CUTYpHHU, Y€ CT€ HACTPOWJIM JOCThIIA JI0 CHUMKHUTE CHU Taka, 4e€ Ja C€ BIDKIAT camMO OT
npustenute Bu. ChIIOTO ce OTHAcCs M 3a HACTPOMKHUTE Ha OOJAYHM YCIYTH, B KOHUTO C€
CBhABPXKAT CHUMKH U UHPOPMAIIUS.

DAJIINIMBU HOBUHMU - Cr3narenute Ha (HaaiMByU HOBUHU U3MOJI3BAT TPAAUIIMOHHU
MEIWIHM TIOXBaTW 3a MPUBIMYAHE BHUMAHUETO HA YHUTATENs, HAIPUMEpP MPOBOKHUPAIIU
3arjaBus, HO YCISIBAaT J1a ro 3a0dyJaT W J1a TO HakapaT Ja MOBspBa, 4ye WH(OpManusaTa, KosiTo
YyeTe, € UICTUHCKA.

Kak na pasnoznaem ¢ajmmBuTe HOBHHH:

e [lpaBere paznuka MeX1y XyMOPUCTHUYHU U CEPUO3HU HOBUHAPCKHU CalTOBE. 3anuTaiTe ce —
[IO3HaBaTe JIM MeAUsATa U umare Ju u aosepue? IIpoBepere nanu 3arilaBUETO, KOETO YECTO €
I'PBMKO ¥ IIOMIIO3HO OTTOBaps Ha ChIbP’KAHUETO HA HOBUHATA;

e [IpoBepere nanu )KypHAIUCTHT € MOCOYMII KOHKPETHO U3TOYHMKA Ha MH(OpMAIHs WIH
uHpopmanuara ce Oazupa Ha JApyra cratus. IlpoBepere gamum OCHOBHHUST H3TOYHUK Ha
nHpopmalug € nocToBepeH. BuHarm morniexnaiite HayaloTO WM Kpasi Ha CTaTUATa, KBAETO
OOMKHOBEHO € TMOCOYEeH HM3TOYHHMKBT Ha MH(popMalus. AKO ce Kacae 3a MHpopmalus, KOsSTo
NPOU3/IM3a OT JIbpXKAaBHA WHCTUTYLMA, IpoBepeTe opuIManHaTa i CTpaHHLa Janud (GUrypupa
Ta3y HOBHMHA WJIM MOTHPCETE EKCHEepT MO TeMara OT JaJieHaTa UHCTUTYLHA. AKO HE € MOCOYEH
U3TOYHHMK, € PEIHO Jla CE ChbMHABATE B JIOCTOBEPHOCTTAa HAa HOBHHATa. B moBeueTo nocTOBEpHU
MaTepuaIl ce MocouyBa HayMHA Ha chOMpaHe Ha MH(pOpMalUATa U aBTOpa Ha MyOJIMKaIusTa.
[IpenopbunTeNnHO € 1a ce CpaBHU MHPOPMALIUATA, aKO € MyOJIMKyBaHa B Pa3IU4YHU U3TOYHUIIH;

e AKo romajgHeTe Ha cTaTHd, MyOJIMKyBaHa B HEMO3HAT 3a Bac 6Jior, a HHpOpMaLusiTa He €
THUpaXMpaHa HUKbJE Apyraje, TOBa € 3HaK, 4e HOBUHATa Moke Ou e ¢ammuBa. Bunaru tepcere
U JIpyrd pe3yiATaTd IO TemaTa, a aKko T€ ca MajJKO WM HHKaKkBHM, I0-100pe He
pasnpocTpaHsBaiiTe HOBUHATA,

e [IpoBepere natara Ha myOIMKaNMATA, ThI KATO YECTO CTApU U HEAKTYaJTHH HOBHHHU Ce€
ITyCKaT KaTO HOBH.

OHJIAMIH (KUBEP)TOPMO3bT mpe/cTaBisBa H3MOI3BAHETO HA MHTEPHET 3a
HaHacsSHE Ha €MOLIMOHAJHA Bpeda BbpPXY APYrH Xopa. TOpMO3bT B MHTEPHET MOXKE Jla MMa
pasnmuunau ¢opmu. Tolt MOke Ja MHHABa Mpe3 PasNpOCTpaHSIBAaHE Ha TIOJUTPABATCIIHH H
OOWHY CHUMKH M BUICOKIUIIOBE B CAlTOBE 3a CIOAEISHE HA BUACOCHAbPKaHUE KaTo Vbox7



n YouTube, ch3naBane Ha danmuBu NpodUId ¢ OOMAHO CHhAbPKAHUE B COIUATTHU MPEKHU
kato Ask.fm, ®eiicOyk u MHcTarpam, KakTo ¥ B ChbOOILICHUS M M300paKeHUs B TPUIIOKEHUS
3a KoMmyHHKanus kato Ckaiinm u BailObp, wiau B m3mpamaHeTo Ha OOWIHM CHOOIICHUS U
KOMEHTAapH, B CHIIUTE CAUTOBE U TIATPOPMHU.

KPA’KBATA HA MNPO®UJI (xakHaT mpo¢uiI) MpeacTaBisiBa MPUCBOSIBAHETO HA
qy>KJ TOTpeOuTEeICKH MpoduiI B colMagHa Mpeka, miatdopma 3a oOnlyBaHe (Hampumep
@elicOyK), eNeKTpOoHHA MoIna Wik apyr cait. KpaxOaTta cTtaBa Bb3MOXKHA upe3 BIHM3aHE C
MpaBUJIHATA IMapoja M HEHHAra IMOJMsSHA C HOBA M HEHM3BECTHA 3a YOBEKA, Ha KOTOTO
npuHamiexxu npopurbT. Be3mokHo € cien kpaxbara mpoduiabT ga ce u3moi3Ba Oe3
3HAaHUETO M CHIVIACUETO HA IIbPBOHAYAIHUS COOCTBEHHK. AKO Ha JIETE MOJ 3abJDKUTEITHATA
3a MOBEYETO COLMAIIHU MPEXU Bb3pacT OT 13 roauHu (Tas3u Bb3pacT € Takapa, 3alllOTO I10-
roJisiMata 4acT OT MOITYJIIPHH COIMATHUA MPEXH ca aMEPUKAHCKH U TpaBUJIaTa 3a MOJI3BaHe ca
cboOpa3eHn C aMEpUKAaHCKOTO 3aKOHOJATENICTBO) C€ Ch3JaBa COOCTBEH NpPOQHI BBHB
delicOyk, MHOTO € BaKHO TIpU M300pa Ha BB3pacT Ja ce uzdepe noj 18 rogunu, Thil Kato 3a
HEIbJIHOJIETHUTE OTPEOUTENN UMa BaKHU JIOITBTHUTEIIHU 3AIIUTH.

KPAKBATA HA JIMYHMU JAHHMH e Bu KOMIIOTHPHO NPECTBIUIEHUE, IIPU KOETO
ce mpuaoOMBaT YYyXXAM JIMYHM JaHHU C Led (uHAHCOBAa M3MaMa WM 3J10ynoTpeda KaTo
TerJieHe OT 0aHKOBa CMETKa, WM KaHIUAATCTBAaHE 3a KPEIUT OT YyKJ0 ume. Ta3u omnacHoct
10 MPUHLIMII HE 3acsira Mno-MajKuTe Jiela, KOUTO He IPUTEKaBaT JIUYHH JOKYMEHTH, OaHKOBU
cMeTKu uinu Kaptu. Ho mpu TuitHeixbpute Haj 14-roguiiHa Bb3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUIINHI' ATAKUTE ca nHaii-pa3npoctpanenara ¢opma Ha MHTepHET M3Mama u
IIMPOKO H3MOJI3BaH IMOXBaT OT KOMIIIOTBPHM MPECTHIHUIM 3a I[0JlydaBaHE Ha BaKHA
uHpopmanusa. ToBa mpecTblieHHe ce Hapuya ,,¢umuHr’ (,phishing” — "3apubssane”,
npousnuza ot fishing — puboJIOB), 3a1I0TO €NEKTPOHHUTE CHOOIIEHUS, KOUTO C€ paslpaliar,
ca KaTo ,,BpAMLM’ C OCHOBHA IIeJl MOJyyaTeJIuTe Ja ce ,.XBaHaT Ha TAX HOpaau CBOsTa
HEONMHUTHOCT M HEOCBEAOMEHOCT, Karo UM oOTroBopsAT. Ilpu ¢uummHra nsmamHunuTe
pasmpaiiar eneKTpoHHa Iolla, KOSATO NMpeTeHAupa, Y€ HABAa OT MOYTEHAa KOMIIAHUS U ce
onuTBa Ja yOenu mojyyaTens Ja JajJe BaKHA JIMYHA WM (QUHAHCOBA HHQOpMAaIus.
EnexkTpoHHOTO CchOOIIEHHE OOMKHOBEHO MOJM Ja C€ M3NpaTST JUYHU JaHHU U JaHHU 3a
0aHKOBa CMETKa B OTIOBOp WJIM Ja c€ BbBelaT Ha yeOcalT, KbM KOHTO MMa Bpb3Ka. Te3u
JIAaHHU ca HalpuMep NOTPEeOUTEICKH UMEHa, MapoJid U HOMEpa Ha KPEIUTHU KapTu.

KAK CE ITA3APYBA BE3OIIACHO B UHTEPHET? Ilpeau na nasapysare OT
€JIIEKTPOHEH MarasuH, € IOJIE3HO Ja OObpHeTe BHHMaHUE HaJW4YHa JIM € MHpopManus 3a
uMmeTo, aapeca M TenedoHa Ha Thproeua. He mpomyckaiiTe Ja mpoBepUTe U JaiH
JOCTABYMKBT € MOCOYWJI M3PUYHO NPAaBOTO BM MO 3aKOH /a ce OTKaXeTe OT MOpbhYKara B
pamkutre Ha 14 nuu. [lomesno 6u Omio Ja mpodereTe BBB (OPYMUTE OT3HBH OT APYTH
MOTpeOUTENHN, KOUTO BEUE ca Ma3apyBalid OT BBIIPOCHUS €IEKTPOHEH Mara3uH, KbM KOHTO cTe
ce HacOumId. ThpProBeusT € JUIbKeH Ja Bu uHpopMupa 3a OCHOBHMTE XapaKTEPUCTUKH Ha
BCAKa OT MpeAJIaraHUTe OT HEro CTOKM M yciyrd. Toi TpsOBa a mocouM TsAXHATa IieHa ¢
BKJIFOUEHU BCUYKH JAHBIU U TAKCH, KAKTO U CTOMHOCTTA HA MOLEHCKUTE WA TPAHCIIOPTHUTE
pas3xoau, ako HE ce BKIIOUCHHU B KpaiiHaTta meHa. Ha caiita crneaBa na Obae mOCOYeH HAYUHBT
Ha IUTalaHe, JOoCcTaBKa M M3MBbIHEHUE Ha JoroBopa. Baile mpaBo € Ja BbpHETE, 3aKyleHaTa
OT €JIEKTPOHEH Mara3uH CTOKa, ako ce okaxke JedexTHa. Pexnamanusara cu 3a neekTHa cToka
clieiBa J1a MpeJsBUTE B HAKOM OT OOCKTUTE HA THPTOBEla, OT KOWTO CTe sl 3aKymHiH. AKO
THProBeUbT yBaKU pekiIaManusaTa Bu, B pamkuTe Ha Mecell TpsAOBa WIM Ja PEMOHTHpA
6e3mnaTHo 3a Bac cTokara winu fa s 3aMeHH ¢ HOBa. B cityuaii ye He ycriee 1a cTOpH €1HO OT



JIBETE, ClIeJIBa WM Jla HAaMaJIM 1IeHaTa, WM Ja BbpHETE CTOKaTa, a Toh JAa Bu BB3cTaHOBH
3aruiaTeHara 3a Hesl Cyma.

SAIUTA HA KOMIIIOTBPHUTE MPE’KU OT OITACHA EJIEKTPOHHA TIOIIIA

1. He Tps6Ba na ce nmposiBsiBa MHULIMATUBA 3a MOJy4YyaBaHE HA UMEIIT MUCMa, UHTEPHET
CTpaHULM, KOUTO Npeajarar 0e3IIaTHU WIK IJIATEHHU YCIYT'M M CTOKH, YECTO MpeaJiaramy 1a
BU U3NPATAT MpoMoLuu 1o e-mail. OTkaxxeTe TakaBa yciyra.

2. meiin ampechT ce crmofens camo mpu Hyxkaa. Koraro ce mpemaBa mo eIuH WIA
JIpyr NOBOJI, C€ BHMMAaBa 3a CIIEHUTE JIBE€ HEIA: IbPBO AAJIM OPraHU3aLUsATa WU YOBEKBT,
KOUTO I'0 MOJy4yaBaT, 111€ BU M3IPATU HEXEJIAaH HMEWJ; BTOPO, MOXKE JIM J1a C€ pa3uuTa, 4e
HUMEIIT agpechT HaMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce oTBapsar umeinure B HexxenaHa noma. Hukora He ce oTBapsiiite mpukadyeHu
(haiisioBe B CHOOIICHHS OT HEMO3HAT M3Mpamiady. AKO He ce Mo3HaBa UMETO B mojieto ,,OT”, He
OTBapsIiTE TPUKAYCHUS (aii.

4. Axo ce Mmoiy4s HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpUKaueH (ailm OT mo3HaT
u3npamay, TO OM MOIJo Ja ChAbpKA BUpPYC. MHOro 3J0BpeAHM MpOrpaMu ce
pa3npoCTpaHsIBaT A0 BCUUKM KOHTAaKTH, KOUTO HAMEPST B MOIIATa HA 3apa3eHUs] KOMITIOTHP.
TakuBa chOOILIEHHS] YECTO UMAT CTPaHHA TeMa WJIM MME Ha mpukadeHus ¢aina. Yecto ToBa €
IIETOBUTO CHOOIICHHE, HAChpyaBalllo IOJydyaTeNds Ja BUAU KapTHHKA WM Ja MpoyeTre
MpuKaueH TeKCcToBU (ailyl. BuHarm w3uckBaiTe NMOTBBPXKICHUE OT HW3Mpaliava, Mpeau na
OTBOPHUTE CHOOIICHHE UM MPUKaYeH (ailsl OT TaKbB BUJI.

5. TlpoBepsiBa ce MBIHOTO MME Ha mpukadeHus ¢ain. CKpUTUTE pasMIMPEHUs OT
uMeTo Ha ¢aima Morar Aa 3a0iayasaT Ja OTBOPUTE 3apa3eH MpukadeH (aiinm oT umeilna.
Bunaru ce mpoBepsiBa Jajii UMEI MPHIIOKEHHUETO IMOKa3Ba IMBJIHOTO MME Ha MpUKAueHUs
(aiin, BKIIOYUTETHO pa3lIMpeHneTo. Bupycu u yepBen Morar Jia ce chIbpKaT BbB (aiilose,
KOUTO M3IJIEKAAT KaTO KapTUHKH, Halpumep ¢ pasmupenue .jpg. Ho e Bp3MOXkHO @ umar
CKPUTO pa3lIMpeHue, KaTo .exe WU .vbs KbM HMeTO Ha (aiina, KOeTo o3HayaBa, 4e
MPUKAYECHUAT (aill HE € KapTUHKa, a MporpaMa, KOsATO Ie C€ CTapTUpa, LIOM CE€ OTBOpHU
npukayeHus ait.

6. BuumaBa ce c¢ (QammumBuTe mnpemynpexaeHuss 3a BUpycH. DanmmBHTE
IpeaypekaAeHus 3a BUPYCH ca u3BecTHU KaTo "hoaxes". ToBa e (hanmuBo choOIIeHIE, KOETO
MOJIBEXKJa MOTPEeOUTENINTE /1a BAPBAT, Y€ ca MOJIyYUSIM BUPYC M T'M HachpuyaBa Ja MpenpaTsiT
MIPENYIPEXKACHUETO Ha BCEKH, KOTOTO ITO3HABAT.

7. He otBapsiiiTe uMein, ChIbpKAIl HEXeNaHa pekigama. Toi Moxke na Obiae
W3MOJI3BaH 3a MpeHacsHe Ha BUpYcH u yepBed. OT choOpaskeHus 3a CUTYPHOCT OU TpsOBaJIo
Jla U3TpUBaTe BCUYKU PEKJIAaMHHM CHOOIIEHHS OT HEMO3HAT M3Ipallad BeaHara, 0e3 Ja Tu
OTBapsITe.

8. He ce m3mon3Ba camMo €IHA TMONIEHCKAa KyTHUA 3a BCUYKO. CHEUaiucTUTe IO
KHOEPCHUTYpHOCT MPENOPHUBAT Ja C€ OTKPUBAT HAKOJIKO Pa3IMYHU MOIIX U Ja ce Pa3AelsT Mo
IpeHa3HauYeHHe.

9. U3bsareaiiTe CchIo Taka Ja Mpempamniare MucMa MKy HSIKOJIKO Ballld MOIIEHCKU
KYTHH.

10. He e mnpemopbuuTeNHO Ja c€ Tpenpamar nucMa 10 HSIKOJIKO 4YOBEKa
eqHoBpeMeHHO. OcoO€HO TakWBa, OT TUMA - "MpenpareTe ro 10 7 YOBEKa U Ie BU CE€ CIIYIH
Herio Xy0aBo" win "moMorHeTe Ha OOJIHOTO MU JieTe, KaTo MpenpaTuTe TOBa MUCMO Ha MHOTO
XOpa, €U KOW CH Ie MU JaJe 3a BCEKH 3 mmeina 5 meHrta, HanpuMmep. Te3u mucma ce
pasnpocTpaHsBaT ¢ Il chbOMpaHe Ha MACUCTBUTETHH HMMEWIT aapecu, ThH KaTo IpH
Mpernpariane, KbM MUCMOTO ce A00aBAT aBTOMAaTHYHO U aJipECUTe Ha MPEAHUTE MOTydyaTellu.
Crnen HSIKOJKO MpenpamiaHusi, B €IHO TaKOBa MUCMO CE€ ChOMpAT HAKOJIKO CTOTHIM PEaTHU
MMEIIT aJpeca, KOUTO CJIe]] TOBa Ce Mpo/iaBaT Ha GUPMHU 3a CIlaM.



11. Axo Bce mak MCKaTe Ja MpenpaTuTe HIKaKbB TEKCT WK HHGOpPMAIIUs, KOSTO CTe
IIOJIy4MJIM, KOMpATe TEKCTa U 0 U3IpaTeTe Karo HOBO nucMo. He npenpaiuaiite npeaHoTo,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JiecHO. Taka 11e mpeanasure NpusaTeaIuTe cu oT ObIeH] CIIaM.

12. Axo nopaau HsKakBa IpUYMHA IBbPKUTE Ja MPENpPaTUTE OPUTMHAIHOTO IHUCMO,
cnoxere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT IOJTY4YaTEIIUTE
HsMa Ja BUJM aJpecuTe Ha Apyrute nosydarenu. [IpuumHara ga ro usnois3BaTe HE € Ja
CKpHETE MOoTyJyaTeIuTe eluH OT JIPYT, a 1a TU Mpeana3uTe, B caydail ue agpecHaTa KHUTa WU
€JIEKTPOHHATA TI0IIa HAa HAKOW OT TAX CTaHE JOCTBIIHA HA CIaM-00T (Hampumep MOpaau
BUpYCHA MH(DEKIHS Ha KOMIIOTHPA MY ).

13. Ilewan6a ot notapusi: He cre crnedyenin. CriaMbpuTe W3IOJI3BAT HAN-PA3TUYHU
NpUMaMJIMBU 3arjlaBus Ha THCMara, 3a Ja HakapaT IojydyaTels Ja T'd OTBOpU. MHOro
noTpeOUTeNM HAMCTUHA OTBApsAT MOAOOHM mucMma. Jlopu cien OoTBapsiHETO BeAHAra Ja ro
U3TPHUETE, CAMOTO OTBApSHE HA MUCMOTO OU MOIJIO J1a MOTBBP/H, Y€ aJ[peChT € peajeH U BUE
CT€ I'0 MOJIy4HJIH.

14. OtnucBane oT OOJIETHH, 32 KOWTO HE MOMHHUTE Ja cTe ce 3amucBaiu. Yecto
CpellaH METOJ, M3I0JI3BaH OT CIaMbpPUTE 33 HAMUpaHE HAa AKTUBHUTE MOLICHCKU aJpEecH.
W3npamia ce OroieTHH ¢ JUHK 3a OTHHCBaHe (YK) OT mosy4aBaHeTo My. OTHNHCBalKH ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPK/JaBa, Y€ M3MOJI3Ba IOILIEHCKAaTa KyTHs, C KOETO BeJHara
BIIM3a B cmam Jjucture. Bmecto na ce ornucmate, OIOKUpaiTe MOTy4YaBaHETO Ha MHCMa OT
TO3H aJipec.

15. He otBapsiiTe mucma, KouTo ca (uIIMHT ataku. Hai-goOpusaT HauumH 5a ce
3alIUTUTE OT (PUINMHT aTaKM € KaTO HUKOTa He OTBApATE (PHUILMHT MUCMa, HO YECTO € TPYTHO
Jla ce pa3no3Hae Koe MucMo e QUIIMHT aTaka. MoxkeTe Ja M pa3no3HaeTe Mo:

¢ O6psmenueto e "Dear Customer" niam "Dear User", a He Bamero ume.

¢ B nmucmoTo mnuiie, ye akayHTHT Bu 11e 6b/e npekpaTeH B ciayyail, ue He MOTBBPIAUTE
JaHHUTE cH He3abaBHO. /Hackopo cnambpuTe n3nos3Baxa noJo0eH noxsar koraro Ckaiin ce
cpuna 3a 1 geH. Paznmpoctpanuxa cbOOIICHUS, Y€ CKAWIl 1[e YUCTU HEAKTHBHU aKayHTH U CE€
MCKalIlle J1a Ce pa3lpaTh ChOOLICHHE Ha TIOHe 15 moTpebuTers, 3a 1a ce T0Kaxe aKTUBHOCT./

e IMeilrbT MBa OT aKayHT, IPUJIMYAILl, HO HE €IHAKbB C TO3H, KOMTO M3MOJ3Ba
U3BeCTHA pUpMa, OpraHu3anus 1 ap. AKo He CTe CUTYPHH Jalld MHUCMOTO € (GUIIMHT WU HE,
Hai-moOpe € Ja He OTBapsTe JMHKOBE, KOUTO ca MyOJMKYyBAaHU B HEro, a Ja HamWIleTe Ha
pbKa azipeca Ha caiiTa, KOUTO BU € HEOOXOUM.

e AKO CTe MOJTy4YHJIM TaKoBa MMCMO, 32 MPEANOYUTaHE € 1a OJIoKHupaTe agpeca, OT KOHTO
e usnpateHo. Koraro ro 6i1okupare, Bue naBare yka3zaHus Ha MOLIEHCKUST KIUEHT, Y€ TOBA €
cram M He TpsibBa Aa ce npuema. [loBeueTo nmoTpedutenu odaye MpoCTO U3TPUBAT crama U
TOW MPOIBJKABA 1a UBA B KyTHITA.

HacrosimuTe mpaBuja ca pa3padoreHu ¢ orjeln (opMupaHe Ha MOJUTHKH B
AeTCKUTe TPAAMHH M YYWIHIIATA, KOUTO /Ja OPraHu3HpaT H3MO0J3BAHETO HA
o0pa3oBaTe/IHHSI MOTEHIMAJI KAaKTO HAa KOMIIOTHPHATA MpeXa Ha o0pa3oBaTejiHaTa
HHCTHUTYIHUS, TAKA U HA IJI00AJHATA MpeXa, B ChYeTaHMe ChC CHCTeMa OT MepPKH 3a
CHUTYPHOCT U 0€30MaCcHOCT Ha JAenaTa U ydyeHunuTe. [Ipuiiaranero M Ha MPaAKTHKA 1eJIH
NMOBUIIABAHETO HA MH(OPMHPAHOCTTA M JUTUTAIHATA TPAMOTHOCT HA OOIIHOCTTA OT
Jiena, poAnTeH, YUHTe]H, TAPEKTOPH U CIYy/KATE .

3 [IpaBunaTa ca chbraacyBaHH M pa3pabOTEHN U C y4acTHETO Ha eKCIEpPTH OT oTaen ,,KubeprnpecTbIHOCT KbM
I'naBHa mupexuus ,,bop6a c opranusupanara npectbiHocT” U ¢ LleHThpa 3a Oe30maceH HHTEPHET.




